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INTRODUCTION
Organizations today task security administrators, human resources, legal departments and other departments to develop appropriate security policies to enhance control, monitoring and protection of intellectual property. Some of this protection comes from liability from a legal perspective or simply data management from a security perspective. Below is a sample systems security policy for H&K MALLS 
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[bookmark: _Toc34325288][bookmark: _Toc34325750]POLICY
A. It is the policy of H and K MALL that information as defined here in all its forms written spoken printed or recorded electronically will be protected from accidental or intentional un authorized modification destruction or disclosure through its life cycle 
B. Policies and procedures must be documented and made available to individuals responsible for their implementation and compliance all policies and procedures must also be documented 
C. At each entity or level additional policies and procedures will be developed detailing implementation of this policy and addressing any additional information system functionality in such entity or department 
[bookmark: _Toc34325289][bookmark: _Toc34325751]Policy review
This policy is reviewed annually the next scheduled review is on 6/3/2021 this policy will also be reviewed and evaluated in line with changes to business and business security 
[bookmark: _Toc34325290][bookmark: _Toc34325752]Password control
The H and K MALLS information security policy requires use of strictly controlled password for accessing protected health information and confidential information. Passwords must never be shared with another parson unless the person is a designated security manager every password must be changed regularly depending on sensitivity of the information being accessed. Passwords must not be programmed into PC or recorded anywhere that someone may find and use them. System software must enforce changing of passwords and their mini mu m length. System software must maintain a history of previous password and prevent their use. system software must disable the user ID code when more than three consecutive invalid passwords are given within a 15 minute time frame
[bookmark: _Toc34325291][bookmark: _Toc34325753]Email policy
Our employees must not send unauthorized marketing content or solicitation emails, they should not register for a competitors services unless authorized. Emails should not be used to send insulting or discriminatory messages and content employees are not allowed to intentionally spam other people’s emails, including their core workers. Our company retains the right to monitor and achieve achieves corporate emails employees should avoid opening attachments and clicking on links when content is not adequately explained. Emails and names of unknown senders should be checked to ensure they are legitimate .be suspicious of click back titles. Employees who don’t adhere to the present policy will face disciplinary actions or termination. Using a corporate email for an illegal activity may lead to disciplinary actions. These actions will also apply to employees who send offensive email to their our customers, colleagues or  partner.
[bookmark: _Toc34325292][bookmark: _Toc34325754]Logging standards 
This policy applies to all information systems that store, process or transmit mall data. Access to information systems and data as well as significant system events must be logged by the information system. Information system audit logs must be protected from unauthorized access or modification. Information system audit logs must be retained for an appropriate period of time based on the document retention schedule, and business requirements audit logs that have exceeded this retention period should be destroyed according to MALL document destruction policy. Information system administrators are responsible for developing and implementing procedures for the reporting and handling of inappropriate or unusual activity. Information system managers are responsible for monitoring and reviewing audit logs to respond to unusual activity. 
[bookmark: _Toc34325293][bookmark: _Toc34325755]Application security 
Information systems and computing’s office of information security as the authority to establish information security policies guidelines and standards. This policy describes the requirement s for security web applications developed to access mall data. Critical components registration will result in regular platform vulnerability scanning by mall information security, security patches must be applied on a timely basis . Wherever possible, use mall authentication system for user accounts and passwords. Require a three step verification if the application serves moderate or high risk data review application and utility accounts and privileges regularly especially when someone with elevated privileges leaves. Unless necessary to the business function never, log-moderate or high risk data. Developers should complete mall provided, security specific application development training.
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The purpose of this policy is to provide a network environment that is virus fee. To establish the base requirements which must be met by computer connected to H and R MALL network to ensure effective virus prevention and detection.
This policy covers computers that are mail-owned and computer owned by individual that are attached to the network. All computer connected to H and R MALL network must have standard supported anti-virus software installed and scheduled to run a regular intervals. 
Anti-virus software and virus definition files must be kept up to date. Macintosh systems are to be configured to schedule regular updates from the software manufacture virus infected computers are to be removed from the network until they are verified as virus free. Any staff who violate this policy will be subjected to disciplinary measures,
[bookmark: _Toc34325295][bookmark: _Toc34325757]Prohibited use
 Services provided by us may only be used for lawful purpose. You agree to comply with all applicable laws, rules and regulations in connection with use of our services. Any material or conduct that in our judgment violates this policy in any manner may result in suspension or termination of services or removal of the user’s account with or without notice. Yu may not use the services to publish content or engage in illegal activity. The following would subject us to liability or engaging in identity theft, distributing computer viruses, worms, Trojan horses or other malicious code, distributing pornography or adult related content.
Promoting or facilitating violence or terrorist activities and infringing intellectual property or other proprietary right of other.
[bookmark: _Toc34325296][bookmark: _Toc34325758]Unauthorized access
The H AND R MALL reserves the right to regulate any activity that occurs on the mail network or on any other computer based system owned by the mail. This includes, but is not limited to the following. Anyone who uses the mall’s computing environments must have appropriate status (staff manager) and must be properly authorized when required. Users must not perform any act that negatively impacts the operations of computers, peripheral or network or that impedes the ability of someone else to do his or her work.
Tampering with any transmission medium or hardware device or connecting any unauthorized device or computer to the mail network is liable to seven disciplinary measures. Users should not damage or destroy data owned by the mall or someone else.
Limitation of liability you wish to make a claim against us arising from the service provided, you must do so within three month of the services being performed. Any damages you Amy recover from us are limited to our fee for professional services rendered under this engagement. In the event that we become obligated to pay you or a third party any judgments or similar awarded, agree to pay any amount in settlements and or incur ant cost as a result of any inaccurate or incomplete information that you provide to us during course of this engagement, you agree to indemnity us, defend and holds us harmless against such obligations agreement cost.
Conclusion
This sample system security policy has shown that an enforceable written policy helps ensure that everyone within the organization coherently behaves in an acceptable manner with respect to information security. Information security policies also provide a framework for the business that can be followed by all employees. Information security policies are also useful beyond the purpose of protecting company information assets. Therefore, it is clear that an information systems security policy is indispensable to any organization.
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